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Introduction

Counterfeiting and online
markets: emerging threats and 
trends 

• Counterfeiting has rapidly evolved in recent years, because 

of changes in both consumer habits and purchasing channels.

• The rapid growth in e-commerce has generated new counterfeiting 

schemes, modi operandi and criminal actors as well as strengthening 

the links between counterfeiting, payment fraud and cybercrime.

• While both public authorities and online marketplaces are leading 

the fight against these emergent threats, a new paradigm is 

necessary with respect to raising awareness, prevention, 
investigation, and cooperation.

• The present study, which was carried out in accordance with 

the From Awareness To Action (FATA) project framework, 

aims to shed light on the new counterfeiting threats on 

online marketplaces, highlight the challenges associated with 

counterfeiting, present current best-practices from both the 

public and private sector as well as proposing future directions 

for intervention and cooperation.

• The study is based upon in-depth review of case studies, 

judicial documents, institutional reports and a wide variety of 

other information collected from interviews with stakeholders 
and experts at both the national and international level, along 

with representatives from law enforcement, public authorities, 

online marketplaces, postal operators, logistics operators, 

companies and brand owners.

• FATA is a project carried out by Crime&tech, a spin-off company 

of Transcrime – Joint Research Centre on Transnational Crime of 

the Università Cattolica del Sacro Cuore, together with the Italian 

Ministero dell’Interno (through ‘Servizio Analisi Criminale 
della Direzione Centrale della Polizia Criminale - Dipartimento 
della Pubblica Sicurezza’) and with the support of Amazon.

Channels

• Today, counterfeiters simultaneously and interconnectedly 

employ the following range of online channels, both to promote 

and sell counterfeit goods and to carry out a host of other crimes:

- social network;

- fraudulent websites (e.g., website clones generated through 

cybersquatting and/or typosquatting);
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- marketplace;

- applicazioni di messaggistica istantanea;

- web-forum e chat (es. chat di videogiochi).

• Criminals can move across these various channels and bring end-

consumers with them, by, for example, employing cross-linking 
techniques across different websites and forums, in addition to 

relying on disposable accounts and spam tools.

• Our analysis of case-studies, recent EUIPO reports, and extant 

scientific literature reveals an increasing use of social networks 
as a means through which to both promote and sell counterfeits, 

which in itself is a consequence of the greater vulnerability of social 

media if compared to online marketplaces (see below for details).

Actors

• New forms of online counterfeiting extend far beyond those 

actors involved in the manufacturing of counterfeit goods, to 

include a wide array of other criminal subjects, all of whom 

have different roles and expertise.

•	 Influencers: typically are young individuals, who act as 

intermediaries on social networks and forums to attract end-

consumers and connect them with manufacturers, the latter of 

which are generally located in East-Asian countries and ready 

to send counterfeit goods to end-consumers by means of small 

parcels delivered via the postal system.

• Brokers and IT developers, who are often from Eastern Europe 

and Russian-speaking regions, support counterfeiters and 

criminal groups in both the development and management of IT 

services that are employed in the sale of counterfeits via online 

channels, such as:

- design and management of fraudulent websites and website 

clones.

- development of ‘check-out’ sections and fraudulent cash-out 

systems.

- development of software and malware to be disseminated 

through fraudulent websites and online marketplaces.

- development of systems that automatically produce content 

(spam-bot) that is employed in forums and chats for the 

purposes of promoting counterfeit goods and fraudulent 

marketplaces.

• Brokers and professionals, who facilitate the incorporation 

and management of shell companies, which are controlled by 

figureheads and often registered abroad (e.g., in countries with low 
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levels of corporate transparency or Free Trade Zones), that are then 

used for a variety of reasons, namely: 

- importing and concealing, via the creation of false invoices, 

counterfeit goods that are then sold online.

- managing fraudulent websites.

- laundering money and concealing illicit financial flows (e.g., 

the payment of illicit drugs) behind fictitious transactions on 

online marketplaces.

• Organized crime groups: 

- either of mafia origin (first and foremost, Camorra) or of a 

non-mafia or foreign nature (first and foremost, Chinese-

speaking organized crime groups).

- able to manage the entire online counterfeiting supply chain.

- connected to foreign manufacturers and factories.

- able to manage assembling and packaging centers in Italy.

- able to manage the network of local illicit retailers (street 

sellers) and online retailers, by relying on the aforementioned 

modi operandi and channels.

- potentially linked to terrorist and extremist groups. 

Schemes

• These actors attempt to profit from their interactions with online 

channels by	 exploiting	 and	 infiltrating	 all	 phases	 of	 online	
purchasing services: account creation, purchase, payment, 

reimbursement, returns, interactions with other users and 

consumers.

• This behavior leads to increasing interconnection between crime 

schemes (poly-criminality) as well as strengthening the link between 

counterfeiting and fraud,	financial	crime	and	cybercrime.

• Counterfeiting is thus not a singular offense, but rather a process 

(fraudster journey) consisting of a wide variety of steps and crimes:

- sale of counterfeit goods, via the aforementioned channels 

and methods;

- identity theft targeting both consumers and sellers, which 

includes the theft of data related to payment methods, 

such as, for example, via e-skimming techniques1 on website 

clones and phishing2;

1. E-skimming is a cybercrime hacking technique that steals information 
uploaded by consumers into an online shopping website.

2. Phishing is a type of social engineering attack that aims at tricking users 
into believing that the e-mail they received comes from a legitimate insti-
tution (e.g., a bank). The e-mail, which refers to something the recipient 
may need/want, asks them to click on links to insert their credentials or 
download an attachment.
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- dissemination of malware via fraudulent marketplaces 

and website clones, aimed at identity theft or ransomware;

- payment services fraud, which use previously stolen 

identification or credit cards;

- returns fraud, which follow online purchases, and which 

entail, among other things, returning counterfeit products 

rather than the originals for a refund.

Prevention and investigative 
activities: challenges and best 
practices

• Ensuring volume and prominence of enforcement against 

counterfeiting should represent a priority. The reintroduction of 

counterfeiting in the EMPACT priorities for the cycle 2022-2025 

clearly points in this direction, highlighting the importance of 

holding bad actors accountable. 

• Best practices in the fight against online counterfeiting can be 

classified into two main lines of intervention:

- prevention through the control and monitoring of (a) 

products, (b) listings, (c) sellers on online marketplaces;

- cooperation and information exchange across the different 

stakeholders, most notably between law enforcement 

authorities, online marketplaces, and brand owners.

• Despite these best practices, numerous challenges still exist; first 

and foremost, among these are the differences	between	the	
different	actors (e.g., small vs. large marketplaces, marketplaces 

vs. social media) in terms of awareness of the problem, attitude 

toward cooperating with authorities, and the adoption of 

adequate prevention and investigative tools.

• In particular, both the case-study analysis and the interviews 

identified the greater vulnerability of social networks (in 

comparison to online marketplaces), as a result of both the less 

developed seller vetting activity and the lack of controls over 

sponsored campaigns.

Prevention through the monitoring of products, 
market, and sellers

Three control and monitoring lines can be identified:

• the tracking and tracing of products by brand owners, through 

both organisational and technological solutions, among which 

the following can be highlighted:
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- the use of track and trace systems of a material, electronic, 

chemical, and digital nature.

- the employment of solutions based on blockchain and 

Distributed Ledger Technology (DLT).

- the use of other serialization services.

- best practices in terms of both development and sharing 

of the same solutions by different brand owners can be 

observed.

• The monitoring of listings and messages on marketplaces, 
social media and online forums, aimed toward quickly 

identifying and removing listings of counterfeit goods. This 

occurs via the employment of:

- solutions for automatic content and image recognition;

- text-mining aimed at identifying false content and fraudulent 

text;

- the identification of anomalous reviews, which may conceal 

fraud or selling counterfeits;

- the screening of websites in order to identify website clones 

and fraudulent marketplaces.

• The due diligence of sellers (Know Your Business Customer or 

Seller vetting) aimed toward screening and analysing the risks 

related to sellers (and potential new sellers) and ensuring that 

they cannot enter online marketplaces via the use of shell 

companies that are then used to sell counterfeits. However:

- there is scarce knowledge about seller vetting practices and 

options are limited;

- significant differences exist across different operators, with 

marketplaces generally more solidly equipped than, for 

example, social networks (in which on-boarding practices 

are de facto missing).

- sophisticated on-boarding mechanisms can be identified, 

which combine digital verifications with ‘material’ checks 

(e.g., concerning the existence of real registered seats and 

local addresses).

- instead, the use of sophisticated indicators and risk models 

to assess the risk of sellers appears to be limited, despite 

their wide employment in related domains (e.g., in anti-

money laundering and anti-corruption, L. 231/20013) 

- it is not possible to know the average rate of rejection in 

sellers’ on-boarding, albeit there are some exceptions (e.g., 

only 6% of attempted new registrations passed the robust 

verification process of Amazon). 

3. Legislative Decree n. 231 of 8 June 2001 is an Italian Law that provides 
for a direct liability of legal entities, companies and associations for certain 
crimes committed by their representatives.
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Public-private cooperation and information 
exchange:

Both in Italy and abroad, there are several best practices concerning 

cooperation and information exchange that can be found:

• between marketplaces, brand owners, postal operators; for 

example, in terms of joint actions to investigate and prosecute 

counterfeiters, or in terms of sharing data on bad actors that 

have been identified (e.g., to avoid offenders simply moving from 

one marketplace to another).

• between public authorities and the private sector; for 

example, sharing data that are either useful for helping law 

enforcement more easily bad actors that need to be prosecuted, 

or for raising awareness among consumers.

• among	different	public	authorities, such as, for example, the 

Desk Interforze Anticontraffazione, coordinated by the Ministero 

dell’Interno – Servizio Analisi Criminale della Direzione Centrale 

della Polizia Criminale, or the Consiglio Nazionale per la Lotta alla 

Contraffazione e all’Italian Sounding (CNALCIS).

Key challenges

Despite these best practices, the fight against counterfeiting on 

online markets is hindered by two key problems, which, in turn, 

limit prevention and investigative activities on behalf of both public 

and private actors:

• The	lack	of	dedicated	channels	and	the	difficulties	associated	
with exchanging information between actors. This occurs in 
various directions:

- from public authorities to the private sector; for example, data 

on seizures and the outcome of judicial procedures and 

prosecutions against individuals who have previously been 

reported to police by the same marketplaces and brand owners.

-  from the private sector to public authorities: relevant asymmetries 

exist among different stakeholders in terms of cooperation 

and data sharing with law enforcement authorities. For 

example, interviewees report less established data sharing 

practices with social media, if compared to marketplaces.

- from brand owners to other stakeholders, albeit limited to the 

sharing of traditional guidelines on distinctive marks, despite 

the possibility of sharing more sophisticated data (e.g., 2D 

and 3D templates which may facilitate the identification of 

counterfeits).

- through the voluntary sharing between private (and public) 

actors of information on individuals and bad actors, suspicious 

accounts or suspicious or stolen credit cards and payment 

methods that have already been identified (and blocked)./ 7
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• Difficulties	in	cross-channel online cross-border investigations. 
The interconnection of the schemes and channels used by 

counterfeiters, not to mention their transnational nature, 

requires an integrated approach that is currently hindered by:

- the segmentation of the responses from law enforcement 

and investigative authorities, which, in turn, makes it difficult 

to conduct a singular dialogue between the different 

specialist units that deal with counterfeiting, fraud, economic 

crime and cybercrime, respectively.

- problems associated with international cooperation, 

especially with respect to some extra-EU countries and 

particularly when it is difficult to clearly discern the 

territoriality principle.

Recommendations and future 
interventions

Based on this study’s analysis of both the new counterfeiting 

threats and the vulnerabilities of current prevention systems, three 
directions for future interventions can be identified. Specific 

recommendations can be made for each of these interventions:

Strengthening the monitoring of the phenomenon

• By setting	 up	 a	 scientific	 observatory which could build, 

manage, and update a repository:

- that could include schemes and cases (anonymized) of both 

counterfeiting on the web and of fraudulent behavior on 

online marketplaces.

- that could be accessed by public authorities and private 

stakeholders.

- inspired by similar initiatives in the anti-money laundering 

field (e.g., the collections of Modelli e schemi di comportamenti 

anomali published by the Italian UIF – Unità di Informazione 

Finanziaria, or the FATF periodic reports on money laundering 

methods and trends).

Empowering technological and data analytics 
skills and tools

• By developing and disseminating new tools for analysis and 
early-detection, especially among those actors who are less 

equipped and leveraging the resources and opportunities made 

available by the recent Italian recovery plan (PNRR) – for example, 
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the possibility to set up ‘Extended Partnerships’ between firms and 

universities on the topic of Artificial Intelligence and Made in Italy.

• By training private and public stakeholders in data analytics 
skills, with dedicated courses that describe the instruments 

which are currently available, their added value, and discuss 

their constraints from both a technological and legal perspective, 

first and foremost, those related to privacy and personal data 

protection. 

Expanding cooperation and information exchange

• By launching a new alliance among stakeholders, in the form 

of a stable and multidisciplinary working group, which could 

be aligned to the new counterfeiting threat, and which could 

therefore:

- group public authorities (law enforcement, judicial 

authorities, supervisory agencies aimed at protecting 

the legitimate markets) and private stakeholders (online 

marketplaces, social networks, brand owners, postal 

operators, payment service providers).

- include authorities active in the fight against cybercrime 

(e.g., Italian Postal Police, Italian Agency for the National 

Cybersecurity) and financial intelligence units (e.g., Bank of 

Italy – UIF).

- Include university experts and research centers. 

• By exploring new mechanisms for exchanging and sharing 
information, even of a confidential kind, among stakeholders, 

to foster a shared early-detection approach, multiply economies 

of scale and reduce redundancy costs. These new mechanisms 

could:

- be based on last generation secure exchange technologies 

(e.g., federated learning).

- take inspiration from similar initiatives launched in other 

countries (e.g., the collaboration between Amazon and other 

online marketplaces to create a data exchange program to 

share information about known counterfeiters).

- take inspiration from similar sharing systems in other 

domains (e.g., among obliged entities in the anti-money 

laundering field, such as, for example, in the Netherlands 

and Singapore).

- be compliant with the constraints and obligations of all the 

involved parties, in terms of personal data protection regulation, 

protection of consumer rights and entrepreneurial freedom.

• By supporting legislative amendments or Commission 
guidance to clarify privacy and other frameworks where needed 

to give confidence to stakeholders to operate such exchanges.
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